ABSTRACT
INTRODUCTION
All VANET applications either collect or disseminate information from/to vehicles. The authenticity of the information is very important since malicious information may result in loss of life and property. This authenticity of information can be achieved, if some means of liability are introduced. Besides non repudiation; confidentiality, privacy and authentication are the desired security attributes. The best possible solution is to use digital certificates issued to (tied to) a user/provider by a trusted third party. These certificates can then be used to sign the information. Most of the existing solutions use some kind of certificates with a central certificate-issuing/trusted authority [1] [2] [3] [4] [5] [6] [7] . The architecture successfully achieves authentication, confidentiality and non repudiation but compromises the privacy since the signed information can be linked to the signer. To provide privacy, the architecture can be extended to use many temporary certificates (or called pseudonyms) instead of one permanent certificate [2, 3] . These pseudonyms can be preloaded in a tamper proof device -TPD [2] , issued by an online authority [1, 3] or generated by user himself [4, 5] .
The centralized certificate authority (CA) based solutions present a number of challenges which may be difficult to address during the initial deployment stages of VANET. The CAs must be organized in a hierarchical manner for effective management. The hierarchy can be area/location based; a given area (e.g., United States or Europe) can be divided into regions (e.g., states or countries) with each region having its regional CA, these regional CAs are then linked with each other via a top level CA. The hierarchy can be extended both upwards and downwards. This means for vehicles to easily travel outside their CA's domain, we need to establish a trust relationship among all certification authorities; thus certificate verification may take longer if the trust relationship goes through a long chain. Figure 2 shows possible steps taken for certificate verification when a vehicle from one region tries to communicate with a vehicle from another region (it assumed that none of the intermediate entities have previously cached certificates). Further, it also makes revocation difficult since revocation list (RL) must be distributed to all regions as vehicles are not restricted to remain within their regions. Figure 3 shows the distribution of RL in case of two regional CAs. If pseudonyms are preloaded in TPDs then certificate revocation for a particular vehicle must include all the pseudonyms currently issued to (stored in) the vehicle. The RL may grow over time, making its distribution more difficult.
Central Certification Authority -CA Each vehicle will have an associated certificate since its manufacture, this will be modified or updated each time the owner changes. These certificates will be expensive and it will also be technically difficult for an average user to keep track of the certificate renewal etc (even if he is not using the services). Further, in case of possible compromise, the revocation and issuance of new certificate may be quite cumbersome.
In current designs, too much trust is placed on TPD, which stores all cryptographic materials (permanent certificate and pseudonyms), performs cryptographic operations (signing/verifying messages) and processes revocation messages/commands (erase keys/pseudonyms when revoked) [2] . Since the vehicle (and TPD) cannot be physically guarded as other electronic security devices (smart cards etc), those requirements will make the device quite expensive [8] . Further, the pseudonyms when exhausted must be reloaded thus requiring a periodic maintenance.
The initial deployment stage of VANET will be characterized by limited infrastructure and small number of smart vehicles, which means very limited vehicle to vehicle and vehicle to infrastructure communication. During this stage, the solutions that assume omnipresence of these communications for certificate issuance, verification or revocation will not be practicable. Further, lack of infrastructure will discourage consumers' participation and lack of consumers (smart vehicles) will discourage providers' investment in infrastructure.
To address these challenges, we propose a distributed certificate architecture. Certificates with a limited scope in both time and space domain are issued by a service provider. These certificates are usable within a particular geographic area or within a certain time or both. These certificates are not tied to the vehicle's registration etc and can be changed periodically during one service period. Meanwhile law enforcement agencies can trace back the user via the temporary certificate and the service provider.
The paper is organized in five sections. Section two discusses the related research, section three explains the proposed solution, four presents analysis of the proposed solution, and section five gives conclusions/future work.
RELATED WORK
IEEE P1609.2 [1] proposes a CA based architecture; it also uses pseudonyms for privacy. These pseudonyms are short lived and are issued on vehicles request. This architecture assumed pervasive roadside architecture and also does not offer certificate revocation options.
Papadimitratos et al. [2, 3, 9] have presented a quite comprehensive solution based on central/regional certification authorities and their trust relationships. The solution uses pseudonyms to address privacy issues. The pseudonyms are preloaded in TPD [2] or issued by pseudonym provider [3] or generated by TPD and signed by CA [9] . They have also highlighted multiple revocation protocols. The solution requires the TPD, of the vehicle whose certificates have been revoked, to delete all stored pseudonyms and also assumes CA to have some knowledge about vehicles location. A malicious node may avoid this deletion by blocking the revocation message. This may enable him to use the pseudonyms later for communication with other vehicles. Other options are distribution of compressed RL or using bloom filters. TPD management through signed messages from CA may be exploited to evade revocation or for other malicious purposes such as DoS attacks (causing victim's TPD to delete key material, etc). [9] leaves misbehavior detection on vehicle between infrequent RL distributions.
The distribution of RL to all smart vehicle/regions is also a challenge. Papadimitratos et al. suggest restricting the scope of RL within a region, and requiring visiting nodes from other regions to obtain temporary certificates [10] . Thus a vehicle will have to acquire temporary certificates if it is travelling outside its registered region.
In [11] Parno et al. present detailed discussion on challenges faced by vehicular network, adversaries, attacks and propose a set of security primitives. They suggest a dynamic key distribution system, where each node generates its own short term key pair and requests CA to issue a certificate based on generated public key. They also suggest using group signatures to achieve anonymity.
In [4] Armknecht et al. propose a public key infrastructure where users derive public keys, certificates and pseudonyms. The architecture is based on elliptic curves, each user gets a master key and master certificate from CA. It can then generate its key pairs or certificate using masker key, master certificate and its own secret key. The certificate generated by user is verifiable by CA's public key. For revocation the CA publishes some data depending on which all nodes have to update their keys. The excluded nodes cannot update the keys based on this data. This means for each revocation everybody has to update their certificates.
In [5] Fan et al. present detailed operation of public key infrastructure mechanism based on bilinear mapping. They achieve privacy through pseudonyms which are generated by users themselves similar to [4] . Revocation is accomplished through distribution of RL that is stored by each user stores. Every time a user receives a beacon it performs certain computations on complete RL to ensure that the received beacon is from unrevoked user.
In [12] Lin et al. present a security mechanism using group signature and identity based signature techniques. The solution minimizes the storage at CA for later liability establishment, however the revocation is road side unit aided. CA sends RL to roadside unit which then monitors certificates in messages broadcasted by passing-by vehicles and if a message with revoked certificate is observed then roadside unit broadcasts warning messages.
In another option it is suggested that each passing-by vehicle get its certificate signed from roadside unit. These signatures are then used to show that the certificate has not been revoked. First option is open to attacks (malicious node does not transmit within range of a roadside unit) and second increases complexity and overhead.
Our solution is also based on certificates to achieve desired security attributes, but it differs in a number of ways from solutions presented above. We do not require expensive TPD preloaded with pseudonyms or an elaborate/centralized public key infrastructure. Our solution does not have a lengthy certificate verification process and also does not require vehicles to recertify their certificates when travelling outside their parent region. The solution does not have a complex certificate revocation procedure, further, our solution does not suffer from RL distribution issues such as revocation evasion by malicious nodes or delayed RL distribution. We present a distributed certificate architecture where certificates are time and space restricted. The architecture simplifies certificate issuance, renewal and revocation processes without requiring expensive hardware or infrastructure.
PROPOSED SOLUTION
In this paper our focus is to achieve the desired security attributes (Privacy, authentication, confidentiality and non repudiation) during the initial deployment phase of VANET. This phase will be characterized by very few smart vehicles and lack of necessary roadside infrastructure to support various VANET applications or elaborate security architecture. We propose an architecture that achieves desired security attributes and enables service providers to offer incrementally various VANET services with minimal investment thus encourages both service providers and users to try/adopt VANET.
Assumptions
Our solution is based on a few simple assumptions given below:
The user/node (we use user/node/vehicle interchangeably in this paper) has a paymentprocessing-device (similar to automatic toll payment devices -sold for tens of dollars). We do not require the device to store pseudonyms, perform cryptographic operations (such as signing/verifying messages) or perform revocation operation. The device only participates in credential/service request operations (discussed later).
The
user/node has a wirelesscommunication/VANET-application device that can communicate with roadside infrastructure; it can be a laptop or a hand-held device or a device specially designed for smart vehicles. The device can communicate (wired/wireless/WiFi/Bluetooth) with the payment-processing-device.
Limited local roadside units are available (the existing hotspots in urban areas may be used for this purpose) and service providers can be accessed through these roadside units.
Basic Solution
The basic solution only caters for the provision of temporary credentials so that the required security attributes are achieved. These temporary credentials (pseudonyms) can then be used for basic vehicle to vehicle communication or participation in VANET safety application (such as initiating/relaying safety information).
The basic idea is that if a user wants to participate in a VANET (the user's vehicle is not required to have a manufacturer's issued certificate), he purchases a payment-processing-device (As mentioned above, it is assumed that user also has a VANET application device, which is running desired VANET applications). Each device will have an identification and an associated certificate. During initialization the device will be linked/registered with the user's account. The user's information will be maintained with the provider and will not be stored in the device. The basic procedure is illustrated in Figure 4 . When a user enters a service area and wants to use the service, he makes the payment for the service using onboard payment device. The paymentauthorization/service-request message will be encrypted using the provider's public key, thus hiding the device ID/certificate and services requested from eavesdroppers. The user is issued a pseudonym by the provider that will be valid for a given period/area.
We define several notations/functions that we will use in the formal description of our solution. A certificate or a pseudonym will essentially be represented by its public and private key pair; such as ) , (
are public (+) and private (-) keys belonging to X. ) , ( f s t t are the start and finish times between which a particular pseudonym (P) will be valid. A certificate can be valid inside a service area; service areas can be defined with region numbers R, large service areas may have more than one region. A user specifies the region and time period, in the request, for which he/she wants to purchase the certificate. ) (M E K + defines an encryption function on message M using the public key + K . Public cryptography is very resource intensive therefore data encryption is usually carried out using a randomly generated symmetric session key and only the session key is encrypted using public cryptography. The encryption function ) (M E K + defined above employs similar techniques; we will not show the details for simplicity and compactness.
, defines a signature function on message M using a private key − K . The signatures are computed by first creating a message digest using a hashing function and then encrypting the digest using key If a user U having a public key pair ) , (
(for initial request these are the permanent keys associated with the payment-processing device) wants to acquire temporary credentials for the time duration defined by ) , ( f s t t and within the region R from a service provider S with a public key pair ) , ( figure 5 shows the transactions.
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The service provider records device's public key during user/device registration/initialization process. b P is the pseudonym/temporary certificate with associated private key 
Extended Services
The solution can be easily extended for extended/additional services. If additional VANET services or applications are available (such as multimedia content, web access, email etc) then these can be offered as extended services. In this case a user indicates the service which he desires to use/purchase in service request/payment authorization message. The payment processing provider issues the temporary credentials to the user and also forwards these credentials along with the details of service purchased to the concerned server. The user can then initiate request to the concerned server for service using issued temporary credentials. Figure 6 shows such a scenario. The Extended services will include the basic service (basic service only provides pseudonym).
It is not necessary that the payment-processing provider is also operating the application servers; these servers can be operated by other providers. In this case, the paymentprocessing provider provides temporary credentials and processes the payments on behalf of other providers; similar to credit card providers. 
Provision of Privacy
The privacy is one of the most important security attributes in VANET. The proposed solution provides this through pseudonyms which cannot be linked to the user ID. For additional privacy the pseudonyms can be refreshed within one service period. There are two possible options for this; the pseudonyms are issued in bulk at the time of purchase or a new pseudonym is issued sometime before the expiry of the old pseudonym.
In case of bulk issuance of pseudonyms there are a few aspects to be considered. The number of pseudonyms is related to time period for which the service has been purchased and desired level of privacy (i.e. how often the pseudonyms are changed). (In this paper we are not considering the exact time period or methodology for changing pseudonyms; this has been studied in detail by other researchers [9, [13] [14] [15] 18] .). The validity period of each pseudonym is also important. If multiple pseudonyms have overlapping validity periods, they may be used for Sybil attacks. Although each pseudonym can be traced back to the user via a payment-processing-provider, this can only be done by law enforcement/government agencies and not by ordinary users. Another important aspect is the length and number of messages that are required to send these pseudonyms to the user/server and also the storage requirement at server/user device. If the pseudonyms are sent in one or multiple continuous messages, a malicious server (not the credential provider) may be able to link the pseudonyms and compromise user's privacy. For this reason, the credential provider should first mix/group the pseudonyms of different users (that will be served by same server) with each other and then send them to a service provider. User's applications also need to be careful about changing the pseudonyms to ensure security and uninterrupted service, for example not changing a pseudonym within a transaction or between multiple transactions that can be linked based on context (accessing one's email).
In case of single issuance of pseudonym the most important aspect is to ensure that the user gets new pseudonym before the expiry of current one. There are two options for this, either the user initiates request for a new pseudonym before the expiry of current one or the server maintains state for each user and issues a new pseudonym before the expiry of current pseudonym. Letting users initiate requests is more practicable since it will save server's resources and the complexity of message delivery (the user can initiate request anywhere within the service area).
Besides certificates (pseudonym) other IDs (such as IP address, MAC address etc) are also important to hide in ensuring privacy [16, 17] . These IDs can be issued on temporary basis and refreshed several times during a service period similar to pseudonyms.
The certificate of CA (also the payment-processingprovider) is hard coded in the payment device, enabling other users to check the validity of a certificate.
Practicability
The proposed solution is incremental, practicable and requires minimal infrastructure, which is especially advantageous during the initial deployment phase of VANET. The payment-processing-device does not need to have many functionalities or high processing power or large storage. It is similar to toll-payment-devices which are commonly being used and can be purchased for tens of dollars.
The payment-processing-device is not tied to a particular vehicle so a user is free to transfer it from one vehicle to another. The payment-processing provider is similar to credit card providers; we are using the mature Internet-like payment-processing architecture which is considered to be secure.
The application servers can be installed by different operators and existing hot spots in urban areas may be initially used to test the architecture.
Software can be developed for laptops and handheld devices to participate in different VANET applications. This will also provide a framework where different VANET applications can be tried or tested.
ANALYSIS
The proposed architecture ensures desired security attributes. Authentication and confidentiality can be achieved by signing/encrypting the messages using associated public keys. Attacker cannot link the pseudonyms with a user; even different pseudonyms cannot be linked with each other, thus ensuring privacy. Meanwhile, liability can be enforced with the help of payment processing provider, since it has the account information for each issued pseudonym.
The architecture, as opposed to existing solutions, does not require users to maintain permanent (long-term) or valid temporary certificates when they are not using the service; user purchases a certificate only when he wants to use the service. The architecture also simplifies the certificate revocation; certificates automatically expire after their validation time or beyond the predefined service area. For each new issuance of a certificate the provider checks if a previous certificate for the same user was revoked (each user account has an associated revocation flag that indicates whether a previous certificate of user was revoked or not. The provider can reset the flag if the user later clears the cause of revocation). If a revocation entry exists then new certificate will not be issued. Further, if the certificate is to be revoked before its expiry then revocation list (RL) can be disseminated via roadside units. Since the service is area/time restricted so the RL will be distributed only within the effected area and will contain only the certificates which have still not expired (due to time). This simplifies RL maintenance and distribution.
The system does not require centralized CA or trust relationships among regional CAs. Each provider can work independently within its coverage area. This minimizes the infrastructure required by a service provider to start its services and will be an incentive for service providers and facilitate small companies jumping into the VANET industry. Initially, a service provider may limit its service within a geographic area and later incrementally extend it. Further, when isolated/widely-separated service areas become adjacent due to the extensions then they can be combined as one region or roaming can be coordinated between the regions. Users and providers both benefit with incremental deployment without paying unnecessarily for the services they do not use or sell. The solution does not require expensive tamper proof devices and periodic refilling of pseudonyms. A user only pays when using the service and does not pay for certificate maintenance.
Payment devices may be operated by a third party and integrated with service providers; one device may be used by different service providers. Further, development of payment device will be motivated by service providers, who will force security and affordability of the devices. The architecture derives its security from the mature Internet payment systems.
As a baseline service, the temporary credentials can be used for all VANET applications including vehicle to vehicle communications. Further, our solution can coexist with the solutions that are based on the certificate authority and changing pseudonyms (such as [1] [2] [3] 9] ), therefore smart vehicles equipped with TPDs and vehicles using our solution can coexist and make use of the service provided by the providers. This ensures smooth transition and unlimited overlapping of both solutions.
The certificates can be used for other cryptographic primitives, such as session keys between users, group keys within area for broadcast/multicast of a particular service etc. The solution can guard against Sybil attacks, since one payment processing device will be issued one certificate, if more than one payment device is used then it is possible, but the attacker has to pay for the Sybil node also.
CONCLUSION
We have presented a distributed certificate architecture that can be incrementally deployed. Users are issued with temporary certificates which can only be used within a specific geographic area and within a particular time period. This property also simplifies the certificate revocation procedure. We have also presented the framework which can be used to provide various services to VANET by providers without investing much in infrastructure. The solution is intended to stimulate people's interest in VANET and build user/provider confidence. In future work, we intend to extend the architecture to cater for later stages when isolated service areas become adjacent or overlap each other (due to their extensions). In this case we need to introduce some roaming or cross certification mechanisms between the service areas.
